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1. O0mue moJI0KEeHUA.

Ilenpto  co3maHus CHUCTEMbl AHTUBUPYCHOW  3alllUThl  SIBISIETCS  oOecriedeHue
3alMIIEHHOCTH WH()OPMAIMOHHO-KOMMYHHKAIMOHHOUW cucTembl (nanee MKC) ot Bo3aeicTBus
Pa3IMYHOTO pOJAa BPEJOHOCHBIX MPOTrpaMM M HECAHKIIMOHMPOBAHHBIX MAaCCOBBIX IOUYTOBBIX
PacChUIOK, TPEIOTBPANICHHUS WX BHEAPCHUS B HH(DOPMAIIMOHHBIC CHCTEMBI, BBISBICHUS H
0€30I1acCHOTrO yJalleHUus M3 CUCTEM B Ciydae IMOMajaHus, a Takxke (QUIbTpalMud JOCTyma
nonb3oBareneit JIOY k HenpoaykTuBHbIM MHTEpHET-pecypcaM M KOHTPOJIS HX 3JIEKTPOHHOU
MEPETHCKH.

OcHoBomoJararomyMu  TpeOOBaHMSIMU K CHCTEME aHTUBHpYyCHOM 3amutbl JIOY
SIBIISTFOTCSL:

- pellieHre 3a]a4 aHTUBUPYCHOM 3aIlIUThI JOJHKHO OCYILIECTBIATHCS B 0011eM Buae. CpencTBo
3aIIUThI HE IOJDKHO OKa3bIBaTh MIPOTUBOICHCTBUE KOHKPETHOMY BHPYCY WIH TPYIIE BUPYCOB,
MIPOTUBOJICUCTBHE JTOJKHO OKa3bIBAThCS B MPEIIOJIOKEHUAX, YTO BUPYC MOXKET ObITh 3aHECEH
Ha KOMIBIOTEp U O BHpyce (0 ero CTpyKType (B YaCTHOCTH, CUTHATYpPEe) M BO3MOMXHBIX
NEUCTBUSIX) HUYETO HE U3BECTHO;

- pellleHre 3a]a4l AHTUBUPYCHOM 3aIlIUTHI JOJKHO OCYIIECTBISTHCS B peaTbHOM BPEMEHHU.

- MEpOTIPUATHS, HAlIPaBJICHHbIE HA PEIIeHUE 3a/a4 0 aHTUBUPYCHOM 3alllUTe: YCTAaHOBKA
TOJIBKO JIMIIEH3UPOBAHHOTO MPOTPaMMHOTO 0OecIieueHus JTM00 OeCIIaTHOE aHTUBUPYCHOE
porpaMMHOE OOECIIeYeHHE, HIIyIIee B KOMIUIEKTE C IMOJUTMHHON ONEparMOHHOW CHUCTEMOM
(tuna Microsoft Security Essentials (cets mo 10 paboumx cranumit) win Microsoft Forefront
Endpoint Protection (cetb Oomee 10 pabGoumx cTaHIuil)), TOJACpPKUBaIOIICe pPabOTy ¢
T10JIb30BATEIbCKUMU TPODUISIMHU.

- perynspHoe OOHOBJIEHHE U €XeTHEBHbIE MPOPIIAKTUUECKHUE TPOBEPKHU (3KEIaTEIBHO B
Hepabouee HOUHOE BpeMs);

- HEMPEePBIBHBINA KOHTPOJIb HAJl BCEMU BO3MOXKHBIMU MyTSAMHU MTPOHUKHOBEHHUS BPETOHOCHBIX
MporpaMM, MOHHTOPUHI AHTUBHUPYCHOH Oe30macHOCTH U OOHAapy>KEHUE JAEeCTPYKTUBHOUN
aKTUBHOCTH BPEJOHOCHBIX Mporpamm Ha Bcex o0bekTax MKC;

- ©KEIHEBHBIN aHaJIN3, PAaH)KUPOBAHUE U MPEJOTBPAILCHUE YTPO3 PACIPOCTPAHEHUS U
BO3/ICHCTBUS BPEIOHOCHBIX MPOTrpaMM IyTEM BBISBICHUS ya3BUMOCTEN ncrnoib3yemoro B MIKC
OTIEPAIMOHHOTO TPOTPAMMHOTO OOECIIEYeHHMs] ¥ CETEBBIX YCTPOWCTB U  yCTPAHCHHS
OOHapyXeHHbIX JePEKTOB B COOTBETCTBUM C JAHHBIMH TOCTaBIIMKA MPOrPAMMHOTO
oOecredyeHus U APYrux CrenuaaIn3upOBaHHbBIX IKCIIEPTHBIX aHTUBUPYCHBIX CITYKO.

- MpOBeJICHNE MTPOPIITAKTUIECKUX MEPOTIPUATUIN 110 TIPEIOTBPALICHUIO U OTPAHUYCHHUIO
BUPYCHBIX 3MHUJIEMH, BKIIOYAIONIUX 3arPY3Ky U pa3BEPTHIBAHKUE CHICIIUATBHBIX MPABUII
HeHTpanu3anuu (OTPaKEHUIO, U3OJISAIUY U TUKBU/IAIIMHN ) BPEJOHOCHBIX MPOTPaMM Ha OCHOBE
PEKOMEHAAIINI TTO KOHTPOJIIO aTakK, MOATOTaBINBAEMbIX Pa3paOOTUNKOM CPECTB 3aIIUTHI OT
BPEAOHOCHBIX IMPOTPAMM U JPYTUMHU CHEUAIN3UPOBAHHBIMU IKCIIEPTHBIMU aHTUBUPYCHBIMU
CIy»)0aMu J0 TOTO, KaK OyAyT BHITTYIICHBI (DaiJIbl HCTIPABJICHHM, MPU3HAKOB U aHTUBUPYCHBIX
CUTHATYP.

- IPOBEJICHUE PETYIISPHBIX TPOBEPOK IEIIOCTHOCTH KPUTUYECKU BAXKHBIX MPOTPAMM U JAHHBIX.
Hanmnuue numnux (aigoB U cle0B HECAHKIMOHHUPOBAHHOTO BHECEHUS W3MEHEHUH MONKHO
OBITH 3aPETUCTPUPOBAHO B JKYPHAJIE U PACCIIEIOBAHO;

- BHEIITHUE HOCUTEIIM HH(POPMAIIUU HEM3BECTHOTO TIPOUCXOKICHUS CIICAYET MPOBEPSITH HA



HaJM4ue BUPYCOB JI0 UX UCIOIb30BaHUS;
- HE00XOAMMO CTPOT0 NMPUAEPKUBATHCS YCTAHOBICHHBIX IPOLIELYD 110 YBEAOMIICHHUIO O CIIydasx
MOpaKEHUS] aBTOMATHU3UPOBAHHONW HH(DOPMALMOHHOW Cpeabl KOMIBIOTEPHBIMH BHPYCAMH M
MPUHSITHIO MEP IO JTUKBUIALMH ITOCJIEICTBUI OT X IPOHUKHOBEHUS;

- cllelyeT UMeTh I1aHbl obecneueHus 6ecnepedoiinoi padotsl IOV 1i1st ciydaeB BUPYCHOTO
3apa)keHUsl, B TOM YHUCJIE IUIaHBI PE3EPBHOIO KOIMMPOBaHMS BCEX HEOOXOIUMBIX IAHHBIX MU
MporpaMM M HUX BOCCTAaHOBJIEHHUS. OTH Mepbl OCOOEHHO BaXKHBI I CETEBBIX (DalIOBBIX
CEepBEPOB, MOAJIEPKUBAIOIINX OOJBIIOE KOJINIECTBO PAO0OUNX CTAHIIHUH.

TexHoJI0OrMYeCKHEe MHCTPYKIHH.
1.1. B IOY pykoBoauTenem I0KHO OBITh Ha3HAYEHO JIUI0, OTBETCTBEHHOE 32 AHTUBUPYCHYIO
3alUTy, B JIOJDKHOCTHBIE WHCTPYKLUMU Ui KOTOPOTO JOJIKHBI OBITH IMPOIMUCAHBI MOPSAIOK
JIEVCTBUA B MEPUOJ BUPYCHBIX dMUAEMHI, TOPSIAOK JEUCTBUI PU BOZHUKHOBEHUU BHEIITATHBIX
CUTyallUud, CBSI3aHHBIX C PabOTOCIOCOOHOCTBHIO CPEJCTB AHTUBUPYCHOM 3alUTHI, MOPAIOK
JEUCTBUM Il  yCTpaHEHUs IIOCICACTBUM 3apaxxeHud. B mporuBHOM ciyyae BesA
OTBETCTBEHHOCTH 32 00ECIICYCHNE aHTUBUPYCHOM 3aIIUTHI JIOKHUTCS Ha pykoBoauTens JJOVY.
1.2. B IOY MOXeT UCTOIb30BaThCs TOIBKO JTUIIEH3MOHHOE aHTUBUPYCHOE MTPOTPaMMHOE
obecrieyeHne 100 CBOOOTHO-PACTIPOCTPAHIEMOE POTPAMMHOE 00eCTICUeHHE.
1.3. Obs3aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO TOJUIEKHUT J1t00ast HHPOpMaIus (TEKCTOBbIE
(haitstel M0OBIX GopMaTOB, (HaMIIbl TAHHBIX, UCTIOTHSAEMbIE (haliIbl, TOYTOBBIE COOOIICHMS),
noiny4yaemas M IepenaBaemasl [0 TEIEKOMMYHMKAlMOHHBIM KaHAJlaM CBS3M, a TakKke
nHpOpMAaIHs, HaXOAIMAsACsI HA CheMHBIX HOCHTENAX (MarHMUTHBIX IUCKax, JeHTax, CD-ROM,
DVD, flashnakonurensx u T1.11.). KoHTpoas ucxoasamein napopmManun HeoOX0IMMO MPOBOAHUTH
HETNOCPEICTBEHHO Mepe]l apXUBUPOBAHUEM U OTHPABKOH (3aMMChIO HA CHEMHBIH HOCUTEB).
1.4. daitnpl, moMeaeMple B 3JICKTPOHHBINA apXUB, IOJDKHBI B 0013aTEILHOM TIOPSIIKE
MPOXOAUTH AHTUBUPYCHBIN KOHTPOJIb.

2. TpeOoBaHus K NPOBEICHUIO MEPONIPUATHI 110 AHTUBHPYCHOM 3ammTe B JIOY.

2.1. B Hauane paGoThl IpU 3arpy3Ke KOMIIBIOTEPA B aBTOMAaTHYECKOM PEXUME JOKHO
BBITIOJIHATHCS] OOHOBJIEHHUE aHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Ilepunonnyeckue NpOBEPKH JIEKTPOHHBIX apXUBOB JIOJIKHBI TPOBOAUTHCS HE PEKE OJTHOTO
pas3a B HEJIeII0, TaHHBIE, PACITIOIOKEHHBIE Ha pA00OYMX CTaHIUAX MOJIB30BATENEH — €KETHEBHO, B
HOYHOE BpeMs 110 PACIUCAHUIO.

2.3. BHeodepeIHON aHTUBUPYCHBIA KOHTPOJIb BCEX TUCKOB M (PailioB MepcoOHaIBHOTO
KOMIIBIOTEPA JI0JIPKEH BBIIOJIHATHCS:

2.3.1. HenocpencTBeHHO MOCIie YCTAHOBKU (M3MEHEHUS ) TPOrPAMMHOTO 00€CTICUeHHS
KOMIIbIOTEpA TOJKHA OBITh BHINOJIHEHA aHTUBUPYCHAs IIPOBEPKA Ha CepBepax U MepCOHATBHBIX
KOMIIbIOTEpaX yUpPEexKICHHS.

2.3.2. Ilpy BO3HMKHOBEHUH MTOA03PECHUS HAa HAIMYKE KOMITBIOTEPHOTO BUPYca (HETUITUIHAS
pabora mporpamm, MOsIBIIeHHE TpadUUYecKMX U 3BYKOBBIX 3(P(EKTOB, HCKaKEHUH JaHHBIX,
nponajsanue (GpaiaoB, 4aCTOE MOSBICHUE COOOIEHUH O CUCTEMHBIX OMIMOKAX U T.II.).

2.3.3. IIpu oTmpaBKe U MOTYYEHUHN HJIEKTPOHHOM MOYTHI ONIEPaTOp AJIEKTPOHHOM MOUTHI 00s3aH
MIPOBEPUTH JEKTPOHHBIE MUCbMa U UX BJIOKEHUS Ha HAJIMYUE BUPYCOB.

2.4. B ciydae oOHapy»eHHsI 3apaKeHHBIX BUpycaMH (PailyioB WM 3JIEKTPOHHBIX TUCEM
I10JIb30BATEIN 00s13aHbI:



2.4.1. TIpuocTaHOBUTH padOTYy.

2.4.2. Heme1JIeHHO TTOCTaBUTh B U3BECTHOCTH O (DakTe 0OHAPYKEHUS 3apaKCHHBIX BUPYCOM
(aityIoB OTBETCTBEHHOTO 32 00ECTICYCHNE aHTUBUPYCHOM 3alIUTHI (B CIIydae €ro OTCYTCTBHUS —
nupekropa) JOVY.

2.4.3. COBMECTHO C Bia/iejIblIeM 3apaKEHHBIX BUPYCOM (haillIoB MPOBECTU aHATIN3
HE0OXOIMMOCTH JaIbHENUIIET0 UX UCTIOJIb30BaHUS.

2.4.4. TlpoBecTH JIeUeHNE WM YHUYTOKEHUE 3apaKCHHBIX (PaiiIoB.

3. OTBeTCTBEHHOCTH

3.1. OTBETCTBEHHOCTH 3a OPraHU3aLMI0 AHTUBUPYCHOM 3aIlUThI BO3JIAracTcs Ha PyKOBOIUTENSA
VYupexneHus nin JULo0, UM Ha3HAYEHHOE.

3.2. OTBETCTBEHHOCTH 3a MPOBEJIEHNE MEPONPUATUI aHTUBUPYCHOTO KOHTpouisd B [IOY
BO3JIaraeTcs Ha OTBETCTBEHHOI'O 3a O0ecleYeHWe AaHTUBUPYCHOH 3alluThl, COOJIIOJCHHE
TpeboBaHuil HacTosel MHCTpyKIMK pu paboTe Ha NEPCOHATIBHBIX KOMIBIOTEpaX BO3JIaraeTcs
Ha OTBETCTBEHHBIX 32 KAOMHET, Ie UCHOJb3yeTCs JaHHbII KOMIIBIOTEP.



